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COURSE OUTLINE 

BIT 3206: E-COMMERCE 

Purpose of the course 

To introduce the learner to the concepts and terminologies of e- commerce and to provide the 

learner with sufficient knowledge and skills for effective participation in e- business. 

 

I. Introduction to electronic commerce(EC) basics 
A. Definition of terms  
B. History of EC 
C. Classification of E-Business Transactions 
D. Revenue Models 
E. Benefits and Limitations of EC 
F. Factors affecting e- commerce in Kenya 

 
II. Enabling Technologies and infrastructure 

A. The internet and the World wide web 
B. Client server computing 
C. Intranet and extranets 

D. Connecting technologies for networks such as broadband 
 

III. The E-Marketplaces structures and mechanisms  
A. Introduction to Electronic markets  
B. Electronic markets components participants 
C. E-Market places; storefronts and electronic malls 
D. Information portal 
E. Transactions, intermediation, and processes in E-commerce 

 
IV. Internet Consumer Retailing 

A. Introduction and definition of terms 
B. E-Tailing business models 
C. Travel and tourism services online  
D. Internet job market 
E. Real estate, insurance, and stock trading online 

 
V. Consumer behavior Market research and advertisement. 

A. The consumer decision making process 
B. Personalization, loyalty, satisfaction and trust in EC  
C. Methods of conduction market research online 

ELECTRONIC-COMMERCE - TOPICS - DETAILS 
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VI. Internet marketing 
A. The marketing and Advertising processes in B2B  
B. Web advertising 
C. Online advertising methods 
 

VII. E-Commerce security 
A. Challenges of Stopping E-commerce crimes 
B. Confidentiality, integrity and availability 
C. Security tools; hardware and software 
D. Threats and Attacks; Technical and Non-technical 
E. Securing E-commerce communications 
 

VIII. Electronic payment systems 
A. The payment revolution 
B. Payment cards 
C. Other forms of payment 

 
IX. Legal and ethical issues in e- business 

 

Main course text 

Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) 

Reference Books 

i. Ward Hanson, (2007), Principles of Internet Marketing, South-Western College Publishers). 
ii. Capron H.L., Computers: Tools for information age (5th Edition). 

 

Assessment: Examination - 70%: Coursework - 30% 

 

Module compiler: John Kamau
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CHAPTER ONE 

INTRODUCTION TO E-COMMERCE 

 

 

 

 

 

 

 

1.1 Definition of terms 

Electronic Commerce - Electronic commerce, commonly known as e-commerce, 

eCommerce or e-comm, consists of the buying and selling of products or services 

over electronic systems such as the Internet and other computer networks.  

E-Business - Electronic business, commonly referred to as "eBusiness" or "e-

business", or an internet business, may be defined as the application of information 

and communication technologies (ICT) in support of all the activities of business. 

Commerce constitutes the exchange of products and services between businesses, 

groups and individuals and can be seen as one of the essential activities of any 

business. Electronic commerce focuses on the use of ICT to enable the external 

activities and relationships of the business with individuals, groups and other 

businesses. 

brick and mortar businesses are companies that have a physical presence — a 

physical store — and offer face-to-face consumer experiences. This term is usually used 

to contrast with a transitory business or an internet-only presence, such as an online 

shop. 

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

i. Explain the evolution of E-Commerce and the technological advancements to current 

ii. Explain the different Classifications of E-Business Transactions 

iii. Explain the different revenue models 

iv. Explain the Benefits and Limitations of EC and  the Factors affecting e- commerce in 

Kenya 
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pure play is an organization that originated and does business purely through the 

Internet; they have no physical store (brick and mortar) where customers can shop. 

Examples of large pure play companies include Amazon.com. 

Click And Mortar - A type of business model that includes both online and offline 

operations, which typically include a website and a physical store. A click-and-mortar 

company can offer customers the benefits of fast, online transactions or traditional, face 

to face service. 

Internet - The Internet is a global system of interconnected computer networks that 
use the standard Internet Protocol Suite (TCP/IP) to serve billions of users worldwide. It 
is a network of networks that consists of millions of private, public, academic, business, 
and government networks, of local to global scope, that are linked by a broad array of 
electronic, wireless and optical networking technologies. The Internet carries a vast 
range of information resources and services, such as the inter-linked hypertext 
documents of the World Wide Web (WWW) and the infrastructure to support electronic 
mail. 

 

Intranet -  An intranet is a private computer network that uses Internet Protocol 

technology to securely share any part of an organization's information or network 

operating system within that organization. The term is used in contrast to internet, a 

network between organizations, and instead refers to a network within an organization. 

Sometimes the term refers only to the organization's internal website, but may be a 

more extensive part of the organization's information technology infrastructure. 

Extranet -  An extranet is a computer network that allows controlled access from the 

outside, for specific business or educational purposes. An extranet can be viewed as an 

extension of a company's intranet that is extended to users outside the company, 

usually partners, vendors, and suppliers. It has also been described as a "state of mind" 

in which the Internet is perceived as a way to do business with a selected set of other 

companies (business-to-business, B2B), in isolation from all other Internet users. 
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1.2 History of EC 

 

EC applications were first developed in the early 1970s with innovations such as 

Electronic funds Transfer (EFT), whereby funds could be routed electronically from one 

organization to another. However, the use of these applications was limited to 

corporations, financial institutions, and a few other daring businesses. Then came 

electronic data interchange (EDI), a technology used to electronically transfer routine 

documents, which expanded electronic transfers from financial transactions to other 

types of transaction processing. EDI enlarged the pool of participating companies from 

financial institutions to manufacturers, retailers, services, and many types of 

businesses. Such systems were called interorganisational system (IOS) applications and 

their strategic value to businesses has been widely recognized. More new EC 

applications followed, ranging from travel reservation systems to stock trading.  

The Internet began life as an experiment by the US. government in 1969, and its initial 

users were a largely technical audience of government agencies and academic 

researchers and scientists. When the Internet became commercialized and users began 

flocking to participate in the World Wide Web in the early 1990s, the term electronic 

commerce was coined applications rapidly expanded. A large number of so-called dot-

coms, or Internet start-ups, also appeared. One reason for this rapid expansion was the 

development of new networks, protocols, and EC software. The other reason was the 

increase in competition and other business pressures. 

Since 1995, Internet users have witnessed the development of many innovative 

applications, ranging from online direct sales to e-learning experiences. Almost every 

medium- and large-sized organization in the world now has a Web site, and most large 

U.S. corporations have comprehensive portals through which employees. Employees 

and business partners, and the public can access corporate information. Many of these 

sites contain tens of thousand of pages and links. In 1999, the emphasis of EC shifted 

from B2B, and in 2001 from B2B to B2E, c-commerce, e-government, e-learning and m-

commerce. 
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1.3 Classification of E-Business Transactions 

Business-to-business (B2B) describes commerce transactions between businesses, 

such as between a manufacturer and a wholesaler, or between a wholesaler and a 

retailer. 

Business-to-consumer (B2C, sometimes also called Business-to-Customer) 
describes activities of businesses serving end consumers with products and/or services. 

An example of a B2C transaction would be a person buying a pair of shoes from a 
retailer. The transactions that led to the shoes being available for purchase, that is the 
purchase of the leather, laces, rubber, etc. 

Business-to-business to consumer (B2B2C) 

E-Commerce model in which a business provides some product or service to a client 

business that maintains its own customers. 

Consumer-to-business (C2B) 

E-commerce model in which individuals use the internet to sell products or services to 

organizations or individuals who seek sellers to bid on products or services they need. 

Consumer-to-consumer (C2) 

E-commerce model in which consumers sell directly to other consumers.  

Mobile-commerce (M-Commerce) 

E-Commerce transactions and activities conducted in a wireless environment 

1.4 Revenue Models 

A revenue model outlines how the organization or the EC project will generate 

revenue. The major revenue models are: 

 Sales. Companies generate revenue from selling merchandise or services over 

their Web sites. A11 example is when Wal-Mart, Amazon.com, or Godiva sells a 

product online. 

 Transaction fees. A company receives 21 commission based on the volume of 

transactions made. For example, when a homeowner sells a house, he typically 
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pays a transaction fee to the broker. The higher the value of the sale, the higher 

the total transaction fee. Alternatively; transaction fees can be levied per 

transaction. With online stock trades, for example, there is usually at fixed fee 

per trade, regardless of the volume. 

 Subscription fees. Customers pay a fixed amount, usually monthly, to get some 

type of service. An example would be the access fee for AOL. Thus, ACES 

primary revenue model is subscription (fixed monthly payments). 

 Advertising fees. Companies charge others for allowing them to place a banner 

on their sites. This is how Google has made its fortune.  

 Affiliate fees. Companies receive commissions for referring customers to others 

Web sites. 

 Other revenue sources. Some companies allow people to play games for a fee or 

to watch a sports competition in real time for a fee. Another revenue source is 

licensing fees (eg., datadirect-technologies.com). Licensing fees can be assessed 

as an annual fee or a per usage fee. Microsoft takes fees from each workstation 

that uses Windows NT; for example. 

1.5 Benefits and Limitations of  E-commerce 

 
The Benefits of EC 
Few innovations in human history encompass as many potential benefits as EC does. 
The global nature of the technology, low cost, opportunity to reach hundreds of millions 
of people (projected within 10 years), interactive nature, variety of possibilities, and 
resourcefulness and rapid growth of the supporting infrastructures (especially the Web) 
result in many potential benefits to organizations, individuals, and society. These 
benefits are just starting to materialize, but they will increase significantly as EC 
expands. 
 
Benefits to Organizations 
 
The benefits to organizations are as follows: 

 Electronic commerce expands the marketplace to national and international 
markets. With minimal capital outlay, a company can easily and quickly locate 
more customers, the best suppliers, and the most suitable business partners 
worldwide. For example, in 1997, Boeing Corporation reported a savings of 20 
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percent after a request for a proposal to manufacture a subsystem was posted 
on the Internet. A small vendor in Hungary answered the request and won the 
electronic bid. Not only was the subsystem cheaper, but it was delivered quickly. 

 Electronic commerce decreases the cost of creating, processing, distributing, 
storing, and retrieving paper-based information. For example, by introducing an 
electronic procurement system, companies can cut the purchasing administrative 
costs by as much as 85 percent. Another example is benefit payments. For the 
U.S. federal government, the cost of issuing a paper check is 430. The cost of 
electronic payment is 20. 

 Ability for creating highly specialized businesses. For example, dog toys which 
can be purchased only in pet shops or department and discounte stores in the 
physical world, are sold now in a specialized www.dogtoys.com (also see 
www.cattoys.com). 

 Electronic commerce allows reduced inventories and overhead by facilitating 
―pull‖-type supply chain management. In a pull-type system the process starts 
from customer orders and uses just-in-time manufacturing. 

 The pull-type processing enables expensive customization of products and 
services, which provides competitive advantage to its implementers. A classic 
example is Dell Computer Corp., whose case will be described later. 

 Electronic commerce reduces the time between the outlay of capital and the 
receipt of products and services. Electronic commerce initiates business 
processes reengineering projects. By changing processes, productivity of 
salespeople, knowledge workers, and administrators can increase by 100 percent 
or more. 

 Electronic commerce lowers telecommunications cost-the Internet is much 
cheaper than VANs. 

 Other benefits include improved image, improved customer service, newfound 
business partners, simplified processes, compressed cycle and delivery time, 
increased productivity, eliminating paper, expediting access to information, 
reduced transportation costs, and increased flexibility. 

 
Benefits to Consumers 
The benefits of EC to consumers are as follows: 

 Electronic commerce enables customers to shop or do other transactions 24 
hours a day, all year round, from almost any location. 

 Electronic commerce provides customers with more choices; they can select 
Electronic commerce frequently provides customers with less expensive products 
and services by allowing them to shop in many places and conduct quick 
comparisons. 

 In some cases, especially with digitized products, EC allows quick delivery. 
 Customers can receive relevant and detailed information in seconds, rather than 

days or weeks. 

 Electronic commerce makes it possible to participate in virtual auctions. 
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 Electronic commerce allows customers to interact with other customers in 
electronic communities and exchange ideas as well as compare experiences. 

 Electronic commerce facilitates competition, which results in substantial 
discounts. 

 
Benefits to Society 
The benefits of EC to society are as follows: 

 Electronic commerce enables more individuals to work at home and to do less 
traveling for shopping, resulting in less traffic on the roads and lower air 
pollution. 

 Electronic commerce allows some merchandise to be sold at lower prices, so less 
affluent people can buy more and increase their standard of living. 

 Electronic commerce enables people in Third World countries and rural areas to 
enjoy products and services that otherwise are not available to them. 

 This includes opportunities to learn professions and earn college degrees. 
 Electronic commerce facilitates delivery of public services, such as health care, 

education, and distribution of government social services at a reduced cost 
and/or improved quality. Health-care services, for example, can reach patients in 
rural areas. 

 

1.6 The Limitations of EC and Factors Affecting Adoption in Kenya 

 
The limitations of EC can be grouped into technical and nontechnical categories. 
Technical Limitations of EC 
The technical limitations of EC are as follows: 

 There is a lack of system security, reliability, standards, and some 
communication protocols. 

 There is insufficient telecommunication bandwidth. 
 The software development tools are still evolving and changing rapidly. 
 It is difficult to integrate the Internet and EC software with some existing 

applications and databases. 
 Vendors may need special Web servers and other infrastructures, in addition to 

the network servers. 

 Some EC software might not fit with some hardware, or may be incompatible 
with some operating systems or other components. 

 
As time passes, these limitations will lessen or be overcome; appropriate planning can 
minimize their impact. 
 
NonTechnical Limitations 
Of the many nontechnical limitations that slow the spread of EC, the following are the 
major ones. 
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 Cost and justification The cost of developing EC in-house can be very high, and 
mistakes due to lack of experience may result in delays. There are many 
opportunities for outsourcing, but where and how to do it is not a simple issue. 
Furthermore, to justify the system one must deal with some intangible benefits 
(such as improved customer service and the value of advertisement), which are 
difficult to quantify. 

 Security and privacy These issues are especially important in the B2C area, 
especially security issues which are perceived to be more serious than they really 
are when appropriate encryption is used. Privacy measures are constantly 
improved. Yet, the customers perceive these issues as very important, and, the 
EC industry has a very long and difficult task of convincing customers that online 
transactions and privacy are, in fact, very secure. 

 Lack of trust and user resistance Customers do not trust an unknown faceless 
seller (sometimes they do not trust even known ones), paperless transactions, 
and electronic money. So switching from physical to virtual stores may be 
difficult. 

 Other limiting factors. Lack of touch and feel online. Some customers like to 
touch items such as clothes and like to know exactly what they are buying. 

 Many legal issues are as yet unresolved, and government regulations and 
standards are not refined enough for many circumstances. 

 Electronic commerce, as a discipline, is still evolving and changing rapidly. Many 
people are looking for a stable area before they enter into it. 

 There are not enough support services. For example, copyright clearance centers 
for EC transactions do not exist, and high-quality evaluators, or qualified EC tax 
experts, are rare. 

 In most applications there are not yet enough sellers and buyers for profitable 
EC operations.  

 Electronic commerce could result in a breakdown of human relationships. 
 Accessibility to the Internet is still expensive and/or inconvenient for many 

potential customers. (With Web TV, cell telephone access, kiosks, and constant 
media attention, the critical mass will eventually develop.) Despite these 
limitations, rapid progress in EC is taking place. For example, the number of 
people in the United States who buy and sell stocks electronically increased from 
300,000 at the beginning of 1996 to about 10 million in fall 1999. As experience 
accumulates and technology improves, the ratio of EC benefits to costs will 
increase, resulting in a greater rate of EC adoption. The potential benefits may 
not be convincing enough reasons to start EC activities 
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Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) page 4-29 

Chapter Review Questions 

17. Visit uzanunua.com and identify the services the company provides to its customers. What 

type of EC is this? What business model does uzanunua use? 

18. Compare brick-and-mortar and click-and-mortar organizations 

19. Why is E-Learning considered EC? 

20. Which of the EC limitations do you think will be mere easily overcome in Kenya- the 

technological or the non technological limitations? Why?  
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CHAPTER TWO 

ENABLING TECHNOLOGIES AND INFRASTRUCTURE 

 

 

 

 

 

 

2.1 The Internet and the World Wide Web 

The Internet is a global system of interconnected computer networks that use the 

standard Internet Protocol Suite (TCP/IP) to serve billions of users worldwide. It is a 

network of networks that consists of millions of private, public, academic, business, and 

government networks, of local to global scope, that are linked by a broad array of 

electronic, wireless and optical networking technologies. The Internet carries a vast 

range of information resources and services, such as the inter-linked hypertext 

documents of the World Wide Web (WWW) and the infrastructure to support electronic 

mail. 

The origins of the Internet reach back to research of the 1960s, commissioned by the 
United States government in collaboration with private commercial interests to build 
robust, fault-tolerant, and distributed computer networks. 

Services Provided by the Internet 

Electronic Mail  

E-mail, also known as electronic mail, is one of the most popular Internet services. E-

mail allows you to send messages to one person, or to send a message simultaneously 

to a group of people. One of the greatest advantages of e-mail over other forms of 

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

i. Explain the technologies that facilitate E-commerce 

ii. Explain the concept of the Client server technologies 

iii. Explain the concept of the Intranets and the extranets 

iv. Explain the different connecting technologies for networks such as broadband. 
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communication is the convenience to the recipient. Messages wait in your mailbox until 

you open it. Another advantage of an Internet e-mail account is that you can check 

your e-mail as you travel; assuming you can access the Internet in the city you are 

visiting through friends, family, professional organizations, or a public or college library.  

 (i) Features of E-mail:  

 One-to-one or one-to-many communications  
 Instant communications  
 Physical presence of recipient is not required  
 Most inexpensive mail service, 24-hours a day and seven days a week  
 Encourages informal communication  

(ii) Components of an E-mail Address  

As in the case of normal mail system, e-mail is also based upon the concept of a 

recipient address. The email address provides all of the information required to get a 

message to the recipient from anywhere in the world. Consider the e-mail ID 

john@hotmail.com 

In the example above, "john" is the local part, which is the name of a mailbox on the 

destination computer, where finally the mail will be delivered. Hotmail is the mailserver 

where the mailbox "john" exists, .com is the type of organisation on net, which is 

hosting the mail server.  

There are six main categories;  

com     Commercial institutions or organization  

edu     Educational institutions  

gov     Government site  

mil     Military site  

net     Gateways and administrative hosts  
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org     Private organizations 

WWW 

WWW are initials that stand for World Wide Web. A "web" is a network of fibers or 

cables connecting different points. (Spiders make webs to catch flies.) The Web is one 

of the services available on the Internet. It lets you access millions of pages through a 

system of hyperlinks. Because it is "world-wide", it was originally called the World Wide 

Web or WWW. This is a special part of the internet that allows people to view 

information stored on participating computers. It is an easy-to-use, graphical source of 

information which has opened the internet to millions of people interested in finding out 

information.  

 

FTP (File Transfer Protocol) 

This facility is a method of gaining limited access to another machine in the Internet, 

and obtaining files from it. You need full Internet connectivity, to do ftp 

interactively. FTP has many advantages, for example, it allows you to get new free 

software, or updated versions of old programs, as well as useful data for your research. 

The most common way of using FTP is via anonymous FTP. When you start an ftp 

connection, you will be asked for a user name and a password. 

Telnet: logging in to Remote Network Computers 

Telnet is the Internet facility that allows you to execute commands on a remote host 

(another computer, most likely one to which you do not have physical access) as if you 

were logged in locally. You need to know the name of the machine to which you want 

to connect, and to have a valid user name in it. There is no such thing as "anonymous" 

telnet. 

The commands for telnet are: 
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o telnet hostname: it will open a connection to the host you name. For 

example, "telnet math.sunysb.edu" will connect you to the machine 

named math.sunysb.edu  

o telnet "address": it opens a connection to the host at "address".  

Usenet Newsgroups  

Usenet newsgroups, also called bulletin boards, are a similar e-mail conferencing 

system, but are less intrusive to the subscriber than listserves since messages are 

posted to Usenet sites around the world instead of appearing in each subscriber's 

mailbox. Usenet refers to the huge collection of messages which are posted to tens of 

thousands of newsgroups worldwide. Millions of people around the world regularly read 

newsgroup messages, following their favorite topics of interest. New newsgroups are 

added and old ones deleted every day.  

Usenet can provide a unique information resource not readily accessible from any other 

source. If you are looking for personal anecdotes about products, especially computer-

related hardware and software products, how-to information, practical advice, or the 

latest news stories, newsgroup archives may be a valuable resource.  

Internet Chat  

Communication on the Internet goes even further than personal e-mail, newsgroups 

and mailing lists, to encompass real-time conversations (synchronous communication) 

among two or more people. Chat is available on the Internet through Internet Relay 

Chat or IRC. It consists of thousands of chat channels, each covering a different topic 

and with participants from all over the world. 

Web Conferencing  
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Many institutions are discovering new ways to integrate Internet communications into 

their organizations. One of the most popular ways is through the use of web or online 

conferencing.  

Web conferencing is currently being used by businesses for employee training, 

meetings and general communication. Educational institutions are using web 

conferencing as a way to enhance on-site classes or distance education classes. Web 

conferencing is a tool which provides a way for "students" to share information, ask 

questions, get answers, discuss problems and work collaboratively. Conferencing 

provides opportunities to solve issues by providing a dynamic exchange of text, 

graphics, HTML links to information, audio, and video in a structured conversation 

organized by topic.  

Web conferences may take place in "real-time" where all participants are 

communicating at the same pre-arranged time. 

Requirements for connecting to the internet 

 Internet service provider – an internet service provider provides you with a 

connection to the internet and the software you will need to navigate. 

 telecommunication line – a telephone line is required to connect you to the 

internet service provider. 

 Modem – a modem converts a digital signal received from a computer into an 

analogue signal that can be sent along ordinary telephone lines, and back to digital 

at the other end.  

 Web browser – a web browser is software used to view and download Web pages 

and various types of files such as text, graphics and video. Examples are Microsoft 

Internet Explorer or Netscape Navigator. 
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2.2 Client –server technologies 

The client–server model of computing is a distributed application structure that 

partitions tasks or workloads between the providers of a resource or service, called 

servers, and service requesters, called clients.[1] Often clients and servers communicate 

over a computer network on separate hardware, but both client and server may reside 

in the same system. A server machine is a host that is running one or more server 

programs which share their resources with clients. A client does not share any of its 

resources, but requests a server's content or service function. Clients therefore initiate 

communication sessions with servers which await incoming requests. 

Description 

The client–server characteristic describes the relationship of cooperating programs in an 

application. The server component provides a function or service to one or many 

clients, which initiate requests for such services. 

Functions such as email exchange, web access and database access, are built on the 

client–server model. Users accessing banking services from their computer use a web 

browser client to send a request to a web server at a bank. That program may in turn 

forward the request to its own database client program that sends a request to a 

database server at another bank computer to retrieve the account information. The 

balance is returned to the bank database client, which in turn serves it back to the web 

browser client displaying the results to the user. The client–server model has become 

one of the central ideas of network computing. Many business applications being 

written today use the client–server model. 

w
w
w
.m

as
om

om
si
ng

i.c
om

w
w
w
.m

as
om

om
si
ng

i.c
om

http://en.wikipedia.org/wiki/Distributed_application
http://en.wikipedia.org/wiki/Server_(computing)
http://en.wikipedia.org/wiki/Client_(computing)
http://en.wikipedia.org/wiki/Client%E2%80%93server_model#cite_note-0#cite_note-0
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Network_computing


 

 

22 

2.3 Intranet and extranets 

What is an intranet? 

In essence, an intranet is a business' own private website. It is a confidential business 
network that uses the same underlying structure and network protocols as the internet 
and is protected from unauthorised users by a firewall. 

Intranets enhance existing communication between employees and provide a common 
knowledge base and storage area for everyone in your business. They also provide 
users with easy access to company data, systems and email from their desktops. 

Because intranets are secure and easily accessible via the internet, they enable staff to 
do work from any location simply by using a web browser. This can help small 
businesses to be flexible and control office overheads by allowing employees to work 
from almost any location, including their home and customer sites. 

Other types of intranet are available that merge the regular features of intranets with 
those often found in software such as Microsoft Office. These are known as online 
offices or web offices. Creating a web office will allow you to organise and manage 
information and share documents and calendars using a familiar web browser function, 
which is accessible from anywhere in the world. 

Types of content found on intranets: 

 administrative - calendars, emergency procedures, meeting room bookings, 
procedure manuals and membership of internal committees and groups 

 corporate - business plans, client/customer lists, document templates, branding 
guidelines, mission statements, press coverage and staff newsletters 

 financial - annual reports and organisational performance 
 IT - virus alerts, tips on dealing with problems with hardware, software and 

networks, policies on corporate use of email and internet access and a list of 
online training courses and support 

 marketing - competitive intelligence with links to competitor websites, 
corporate brochures, latest marketing initiatives, press releases, presentations 

 human resources - appraisal procedures and schedules, employee policies, 
expenses forms and annual leave requests, staff discount schemes, new 
vacancies 

 individual projects - current project details, team contact information, project 
management information, project documents, time and expense reporting 

 external information resources - route planning and mapping sites, industry 
organisations, research sites and search engines 
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What is an extranet? 

An extranet is similar to an intranet but it is made accessible to selected external 
partners such as business partners, suppliers, key customers, etc, for exchanging data 
and applications and sharing information. 

As with an intranet, an extranet can also provide remote access to corporate systems 
for staff who spend lots of time out of the office, for instance those in sales or customer 
support, or home workers. 

Extranet users should be a well-defined group and access must be protected by 
rigorous identification routines and security features. 

Why would you use an extranet? 

Businesses of all sizes are under increasing pressure to use online ordering, electronic 
order tracking and inventory management. 

At the same time small businesses are keen to meet the demands of larger companies 
in terms of working flexibly, adopting new technologies and enabling the exchange of 
business information and transactions. 

Extranets offer a cheap and efficient way for businesses to connect with their trading 
partners. It also means that your business partners and suppliers can access the 
information they need 24 hours a day. 

The ability of the extranet to automate the trading tasks between you and your trading 
partners can lead to enhanced business relationships and help to integrate your 
business firmly within their supply chain. 

 

2.4 Connecting technologies for networks such as broadband 

Signals are usually transmitted over some transmission media that are broadly classified 
in to two categories. 

Guided Media: 

These are those that provide a conduit from one device to another that include twisted-
pair, coaxial cable and fiber-optic cable. A signal traveling along any of these media is 
directed and is contained by the physical limits of the medium. Twisted-pair and coaxial 
cable use metallic that accept and transport signals in the form of electrical current. 
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Optical fiber is a glass or plastic cable that accepts and transports signals in the form of 
light. 

Unguided Media:  

This is the wireless media that transport electromagnetic waves without using a 
physical conductor. Signals are broadcast either through air. This is done through radio 
communication, satellite communication and cellular telephony. 

Broadband 

The term broadband refers to a telecommunications signal of greater bandwidth, in 
some sense, than another standard or usual signal (and the broader the band, the 
greater the capacity for traffic). 
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Southerland K., Understanding the Internet : A clear Guide to Internet Technologies, 

Butterworth –Heinemann  

Chapter Review Questions 

1. What is the difference between the internet and the worldwide web? 

2.  What are the different connecting media under the guided media? 

3. Explain the difference between the internet an the extranet. 
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CHAPTER THREE 

THE E-MARKETPLACES STRUCTURES AND MECHANISMS 

 

 

 

 

 

3.1 Introduction to Electronic Markets 

According to Bakos (1998), electronic markets play a central role in the economy, 

facilitating  the exchange of information, goods, services, and payments. ln the process, 

they create economic value for buyers, sellers, market intermediaries, and for society at 

large. Markets (electronic or otherwise) have three main functions: (1) matching buyers 

and sellers; (2) facilitating the exchange of information, goods, services, and payments 

associated with market transactions; and (3) providing an institutional infrastructure, 

such as a legal and regulatory framework that enables the efficient functioning of the 

market. 

Electronic Markets 

The major place for conducting EC transactions is the electronic market (e—market). An 

E-marketplace is an Online market, usually B2B, in which buyers and sellers exchange 

goods or services; the three types of e-market places are private, public and consortia.  

The emergence of electronic marketplaces (also called e-marketplaces or 

marketspaces),  especially internet—based ones, changed several of the processes used 

in trading and supply chains, These changes, driven by technology resulted in:  

 Greater information richness of the transactional and relational environment  

 Lower information search costs for buyers   

 Diminished information asymmetry between sellers and buyers  

 Greater temporal separation between time of purchase and time of possession of 
physical products purchased in the e-marketplace   

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

F. Introduction to Electronic markets  
G. Electronic markets components participants 
H. E-Market places; storefronts and electronic malls 
I. Information portal 
J. Transactions, intermediation, and processes in E-commerce 

w
w
w
.m

as
om

om
si
ng

i.c
om

w
w
w
.m

as
om

om
si
ng

i.c
om



 

 

27 

 Greater temporal proximity between time of purchase and time of possession of 
digital products purchased in the e-marketplace   

 The ability of buyers and sellers to be in different locations. 

 

3.2 E-Marketplace Components and Participants 

A marketspace includes electronic transactions that bring about a new distribution of 
goods and services. The major components and players in a marketspace are 
customers, sellers, goods and services (physical or digital), infrastructure, a front end, a 
back end, intermediaries and other business partners, and support services. A brief 

description of each follows: 

 Customers - The 1.6 billion people worldwide who surf the Web are potential 
buyers of the goods and services offered or advertised on the Internet. These 
consumers are looking for bargains, customized items, collectors’ items, 
entertainment, socialization, and more. They are in the driver’s seat. They can 
search for detailed information, compare, bid, and sometimes negotiate. 
Organizations are the largest consumers, accounting for more than 85 percent of 
EC activities. 

 Sellers - Millions of storefronts are on the Web, advertising and offering a huge 
variety of items. These stores are owned by companies, government agencies, or 
individuals. Every day it is possible to find new offerings of products and 

services. Sellers can sell direct from their Web sites or from e—marketplaces. 

 Products and services - One of the major differences between the 
marketplace and the marketspace is the possible digitization of products and 
services in a marketspace. Although both types of markets can sell physical 
products, the marketspace also can sell digital products, which are goods that 
can be transformed to digital format and Instantly delivered over the Internet. In 
addition to digitization of software and music, it is possible to digitize dozens of 

other products and services.  

 Infrastructure - The marketspace infrastructure includes electronic networks, 
hardware, software, and more. (EC infrastructure is presented in Chapter 1. 

 Front end - Customers interact with a marketspace via a frontend. The 
components of the front end can include the sellers portal, electronic catalogs, a 

shopping cart, a search j engine, an auction engine, and a payment gateway. 

 Back end - All the activities that are related to order aggregation and fulfillment, 
inventory management, purchasing from suppliers, accounting and finance, 
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insurance, payment processing, packaging, and delivery are done in what is 

termed the back end of the business. 

 Intermediaries - In marketing, an Intermediary is typically a third party that 
operates between sellers and buyers. Intermediaries of all kinds offer their 
services on the Web. The role of these electronic intermediaries is frequently 
different from that of regular intermediaries (such as wholesalers). For example, 
online intermediaries create and manage the online markets. They help match 
buyers and sellers, provide some infrastructure services, and help customers 
and/or sellers to institute and complete transactions.  

 Other business partners - In addition to intermediaries, several types of 
partners, such as shippers, use the Internet to collaborate, mostly along the 
supply chain. 

 Support services - Many different support services are available, ranging from 

certification and escrow services (to ensure security) to content providers. 

 

Types Of E-Marketplaces: From Storefronts To Portals 

There are several types of e—marketplaces. The major B2C e—marketplaces are 
storefronts and Internet malls. B2B e—marketplaces include private sell—side e-
marketplaces, buy—side marketplaces, and exchanges. A brief description of each 

follows: 

 

Electronic Storefronts - An electronic or Web storefront refers to a single 
company’s Web site where products and services are sold. It is an electronic store. 
The storefront may belong to a manufacturer (e. g. dell.com), to a retailer (e.g., 
walmart.com and wishlist.com.au), to individuals selling from home, or to another 
type of business. Note that companies that sell services (such as insurance) may 
refer to their storefronts as portals. A storefront includes several mechanisms that 
are necessary for conducting the sale. The most common mechanisms are an 
electronic catalog; a search engine that helps the consumer find products in the 

catalog; an electronic cart for holding items until checkout. 

Electronic Malls - In addition to shopping at individual storefronts, consumers can 
shop in electronic malls . (e—malls). Similar to malls in the physical world, an e—
mall (online mall) is an online shopping e-location where many stores are located. 
For example, Hawaiicom (hawaii.com) is an e-mall that aggregates Hawaiian 
products and stores. It contains a directory of product categories and the stores in 
each category When a consumer indicates the category he or she is interested in, on 
the consumer is transferred to the appropriate independent storefront. This kind of 
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a mall does not provide any shared services. It is merely a directory Other malls do 
provide shared services (e.g., choicemall.com). Some malls are actually large click-
and-mortar retailers; others are virtual retailers (e.g., buycom). 

Types Of Stores And Malls - Stores and malls are of several different types: 

General stores/malls. These are large marketspaces that sell all types of 

products. 

Examples are amazon.com, choicemall.com, shop4.vcomshop.com, spree.com, 
and the major public portals (yaho0.com, aol.com, and msn.com). All major 

department and discount stores also fall into this category.  

Specialized stores/malls. These sell only one or a few types of products, such 
as books, flowers, wine, cars, or pet toys. Amazon.com started as a specialized 
e—bookstore but today is a generalized store. 1800flowers.c0m sells flowers and 
related gifts; fashionmall.com/beautyjungle specializes in beauty products, tips, 
and trends; and 

cattoys.com sells cat toys. 

Regional versus global stores. Some stores, such as e—grocers or sellers of 
heavy furniture, serve customers that live nearby For example, parknshop.com 

serves the Hong kong community; it will not deliver groceries to new York. 

Pure-play online organizations versus click-and-mortar stores. Stores may be 
pure online organizations such as Amazon.com, that do not have physical stores. 
Others are physical stores that also sell online 

Types of Marketplaces 

The two types of E-Marketplaces are; 

Private marketplaces which are online markets owned by a single company; may be 
either sell-side and/or buy-side e-marketplaces. A Sell-side marketplace is where one 
company sells either standard and/or customized products to qualified companies. The 

buy-side e-marketplace is where one company makes purchases from invited suppliers. 

Public E–Marketplaces – are B2B markets usually owned  and/or managed by an 
independent third party, that include many sellers and many buyers; also known as 

exchanges.  
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3.3 Electronic Auctions 

The electronic auctions also called online auction business model is one in which 
participants bid for products and services over the Internet. The functionality of buying 
and selling in an auction format is made possible through auction software which 
regulates the various processes involved. 

Several types of online auctions are possible. In an English auction the initial price 
starts low and is bid up by successive bidders. In a Dutch auction, multiple identical 
items are offered in one auction, with all winning bidders paying the same price -- the 
highest price at which all items will be sold (treasury bills, for example, are auctioned 
this way). Currently almost all online auctions use the English auction method. 
Aexample of a popular site that conducts electronic auctions is ebay.com. The kind of 
business is B2B, B2C, C2B etc. 

The strategic advantages of this business model include: 

1. No time constraints. Bids can be placed at any time (24/7). Items are listed 
for a number of days (usually between 1 and 10, at the discretion of the seller), 
giving purchasers time to search, decide, and bid. This convenience increases 
the number of bidders.  

2. No geographical constraints. Sellers and bidders can participate from 
anywhere that has internet access. This makes them more accessible and 
reduces the cost of "attending" an auction. This increases the number of listed 
items (ie.: number of sellers) and the number of bids for each item (e.g.: 
number of bidders). The items do not need to be shipped to a central location, 
reducing costs, and reducing the seller's minimum acceptable price.  

3. Intensity of social interactions. The social interactions involved in the 
bidding process are very similar to gambling. The bidders wait in anticipation 
hoping they will "win." Much like gambling addiction, some bidders may bid 
primarily to "play the game" rather than to obtain products or services. This 
creates a highly loyal customer segment. This can also skew the prices of 
items/services/goods in the auction.  

4. Large number of bidders. Because of the potential for a relatively low price, 
the broad scope of products and services available, the ease of access, and the 
social benefits of the auction process, there are a large number of bidders.  

5. Large number of sellers. Because of the large number of bidders, the 
potential for a relatively high price, reduced selling costs, and ease of access, 
there are a large number of sellers.  

6. Network economies. The large number of bidders will encourage more sellers, 
which, in turn, will encourage more bidders, which will encourage more sellers, 
etc., in a virtuous circle. The more the circle operates, the larger the system 
becomes, and the more valuable the business model becomes for all participants.  
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7. Captures consumers' surplus. Auctions are a form of first degree price 
discrimination. As such, they attempt to convert part of the consumers' surplus 
(defined as the area above the market price line but below the firm's demand 
curve) into producers' surplus.  

3.4 Information Portals 

A portal is a mechanism that is used in e—marketplaces, e-stores, and other types of 
EC (eg., in lntrabusiness, e-learning, etc.). An information portal is a single point of 
access through a web browser to business information inside and/or outside an 
organization. With the growing use of intranets and the Internet, many organizations 
encounter information overload at a number of different levels. Information is scattered 
across numerous documents, e—mail messages, and databases at different locations 
and in disparate systems. Finding relevant and accurate information is often time 

consuming and requires access to multiple systems.  

As a consequence, organizations lose 2 lot of productive employee time. One solution to 
this problem is the use ofparta/s. A portal is an information gateway it attempts to 
address information overload by enabling people to search and access relevant 
information from disparate IT systems and the Internet, using advanced search and 

indexing techniques (such as Google’s desktop), in an intranet-based environment.  

Types of Portals 

Portals appear under many descriptions and shapes. One way to distinguish among 
them is to look at their content, which can vary from narrow to broad, and their 
community or audience, which also can vary The following are the major types of 

portals: 

Commercial (public) portals. These portals offer content for diverse communities 
and are the most popular: portals on the Internet. Although they can be customized by 
the uses.; they are still intended for broad audiences and offer fairly routine content, 
some in real time {eg., a stock ticker and news about a few reselected items). 

Examples of such sites are yahoo.com, aol.com, and msn.com.  

Corporate portals. Corporate portals provide organized access to rich content within 
relatively narrow corporate and partners’ communities. They also are known as 
enterprise information portals or enterprise information portals. Corporate portals 

appear in different forms. 

Publishing portals. These portals are intended for communities with specific 
interests. These portals involve relatively little customization of content, but they 
provide extensive online search features and some interactive capabilities. Examples of 

such sites are techweb.com and zdnet.com. 
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Personal portals. These target specific filtered information for individuals. They offer 
relatively narrow content and are typically very personalized, effectively having an 
audience of one. 

Mobile portals. Mobile portals are portals that are accessible from mobile although 
most of the other portals mentioned here are PC based, increasing numbers of portals 

are accessible via mobile devices. One example of such at mobile portal is i—mode. 

Voice portals. Voice portals are Web sites, usually portals, with audio interfaces. This 

means that they can be accessed by a standard telephone or a cell phone. 

Knowledge portals – Knowledge portals enable access to knowledge by knowledge 
workers and enable collaboration.  

3.5 Transactions, intermediation, and processes in E-commerce 

Sellers, buyers and Transactions 

Te major EC activity is electronic trading. Typically, a seller sells to customers. The 
seller buys from suppliers: either raw materials or finished goods. Internally, processes 
in the different functional areas are supported by enterprise software such as ERP and 
B2E activities. The customers can be  individuals (B2C), businesses (B2B), or from 

government agencies (B2G). The customers place orders, and the seller fulfils them. 

The roles and value of intermediaries in E-Marketplaces 

Intermediaries(Brokers) play an important role in commerce by providing value-added 
activities and services to buyers and sellers. There are different types of intermediaries. 

The intermediaries that provide and/or control information flow are called infomediaries. 

 

Online intermediaries are companies that facilitate transactions between buyers and 

sellers and receive a percentage of the value. 

The two types of online intermediaries are brokers and infomediaries. 
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Brokers 

A broker is a company that facilitates transactions between buyers and sellers. The 

following are different types of brokers: 

 Buy/sell fulfillment. A corporation that helps consumers place buy and sell orders 
(eg., eTrade). 

 Virtual mall. A company that helps consumers buy from a variety of stores (eg., 
ahoo! Stores). 

 Metamediary. A firm that offers customers access to a variety of stores and 
provides  them with transaction services, such as financial services (e. g., 

Amazon zShops). 

 Bounty. An intermediary that will locate a person, place, or idea for a fee (e.g.,  
BountyQuest (now defunct). 

 Search agent. A company that helps consumers compare different stores 

(eg.,Shopping.com). 

 Shopping facilitator. A company that helps consumers use online shops by 
providing currency conversion, language translation, payment features, and 
delivery solutions, and potentially a user-customized interface, (eg., 
MyOrbital.com). 

Infomediaries 

Web sites that gather and organize large amounts of data and act as intermediaries 
between those who want the information and those who supply the information are 

called intermediaries (Webopedia 2006). There are two types of infomediaries: 

 The first type offers consumers a place to gather information about specific 
products and companies before they make purchasing decisions. lt is a third—
party provider of unbiased information; it does not promote or try to sell specific 
products in preference over other products or act on behalf of any vendors (e. 

g., Autobytel.com and BizRate.com). 

 The second type is not necessarily Web—based. It provides vendors with 
consumer information that will help the vendor develop and market products. 
The infomediary collects the personal information from the buyers and markets 
that data to businesses. The advantage of this approach is that consumer privacy 
is protected and some infomediaries offer consumers a percentage of the 

brokerage deals. 
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Intermediaries whether human or electronic, can address the following ficve limitations 
of direct intermediaries: Search costs, Lack of privacy, Incomplete information, contract 
risk and pricing inefficiencies. 
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Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) page 44-59 

 

 

 

 

 

 

Chapter Review Questions 

1. List the roles of intermediaries in e-markets. 

2. What is the difference between a physical marketplace and an E-marketplace. 

3. List the components of a marketplace  

4. Explain the different types of portals 
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CHAPTER FOUR 

Internet Consumer Retailing 

 

 

 

 

 

4.1 Introduction and Definition of Terms 

A retailer is a sales intermediary, a seller that operates between manufacturers and 

customers. Even though many manufacturers sell directly to consumers, they 

supplement their sales through wholesalers and retailers (a multichannel approach). In 

the physical world, retailing is done in stores (or factory outlets) that customers must 

visit in order to make a purchase. Companies that produce a large number of products, 

such as Procter 8c Gamble, must use retailers for efficient distribution. Catalog sales 

offer companies and customers a relief from the constraints of space and time: Catalogs 

free a retailer from the need for a physical store from which to distribute products, and 

customers can browse catalogs on their own time. With the ubiquity of the Internet, the 

next logical step was for retailing to move online. Retailing conducted over the Internet 

is called electronic retailing, or e-tailing, and those who conduct retail business online 

are called e-tailers. E-tailing also can be conducted through auctions. E-tailing makes it 

easier for a manufacturer to sell directly to the customer, cutting out the intermediary 

(e.g., Dell and Godiva). 

Products known to sell on the internet. 

With approximately 118 million shoppers online in the United States in 2005, e-tailers    

appreciate the need to provide excellent choice and service to an ever-increasing cohort    

of potential customers. Hundreds of thousands of items are available on the Web from 

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

A. Introduction and definition of terms 
B. E-Tailing business models 
C. Travel and tourism services online  
D. Internet job market 
E. Real estate, insurance, and stock trading online 

 

w
w
w
.m

as
om

om
si
ng

i.c
om

w
w
w
.m

as
om

om
si
ng

i.c
om



 

 

37 

numerous vendors. The following categories are all selling well online; Travel (tickets 

and reservations), Consumer hardware and software , consumer electronics, office 

supplies, sports and fitness goods, books and music, toys, health and beauty products, 

entertainment, clothing, jewelry, cars, services, pet supplies among others. 

Characteristics of Successful E-Tailing   

Many of the same basic principles that apply t0 retail success also apply to e—tail 

success. Sound business thinking , visionary leadership , thorough competitive analysis 

and financial analysis, and the articulation of a well—thought—out EC strategy are 

essential. So, too, is ensuring appropriate infrastructure, particularly a stable and 

scalable technology infrastructure to support the online and physical aspects of EC 

business operations. With all else being equal in the online environment, goods with the 

following characteristics are expected to facilitate higher sales volumes: 

 High brand recognition (eg., Lands End, Dell, Sony)  

 A guarantee provided by highly reliable or well known vendors (eg., Dell, LL. 

Bean) 

 Digitized format (eg., software, music, or videos)   

 Relatively inexpensive items (e.g., office supplies, vitamins)   

 Frequently purchased items (e. g., groceries, prescription drugs) 

 Commodities with standard specifications e.g. books CDs airline tickets 

 Well-known packaged items that cannot be opened even in a traditional store 

(e.g., foods, chocolates, vitamins) 
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4.2 E-Tailing Business Models 

In order to better understand e—tailing, let’s look at it from the point of view of a 

retailer or a manufacturer that sells to individual consumers. The seller has its own 

organization and must also buy goods and services from others usually businesses B2B. 

 

Classification by Distribution Channel 

A business model is a description of how an organization intends to generate revenue `   

through its business operations. More specifically it is an analysis of the organizations 

customers and, from that, a discussion of how that organization will achieve profitability 

and sustainability by delivering goods and services (value) to those customers. E—

tailing business models can be classified in several ways for example, some classify e-

tailers by the scope of items handled (general purpose versus specialty e-tailing) or by 

the scope of the sales region covered (global versus regional), whereas others use 
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classification by revenue models (see Chapter 1). Here we will classify the models by 

the distribution channel used, distinguishing five categories: 

1. Mail-order retailers that go online. Most traditional mail-order retailers, such as 

QVC, Sharper Image, and Lands’ End, simply added another distribution channel-

the Internet. Several of these retailers also operate physical stores, but their 

main distribution channel is direct marketing. 

2. Direct marketing from manufacturers. Manufacturers, such as Dell, Nike, Lego, 

and Sony, market directly online from company sites to individual customers. 

Most of these manufacturers are click-and—mortar, also selling in their own 

physical stores or via retailers. However, the manufacturer may be a pure—play 

company (e.g., Dell). 

3. Pure—play e-tailers. These e—tailers do not have physical stores, only an online 

sales presence. Amazon.com is an example of a pure—play e-tailer. 

4. Click-and-mortar retailers. These are of two sorts, depending on how the 

businesses were originally founded. Originally, click-and-mortar referred to 

traditional businesses that developed Web sites to support their business 

activities in some way (e.g., walmart.com, homedepot.com, and 

sharperimage.com). However, we are now seeing the reverse trend. A small 

number of successful e-tailers are now creating physical storefronts, leveraging 

the brand power of the online environment to support more traditional trading 

activities via stores. For example, Expedia.com. 

5. Internet (online) malls. these malls include large numbers of independent 

storefronts.   
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4.3 Travel and Tourism Services On-line 

Online travel bookings and associated travel services are one of the most successful e-

commerce implementations, with estimates of sales of $73.4 billion in 2006. However 

this was expected to increase by 34% by 2010. The number of travelers using the 

Internet to plan and book trips is still growing significantly, with some 79 million 

Americans using the Internet to research travel options and destination information in 

2005. Of interest is that now 82 percent of those who do this research online also 

convert to booking their travel online. They most often purchase airline tickets, 

accommodation, and car rentals online, but future growth is expected in associated 

events such as cultural event tickets, theme/ amusement park tickets, and tickets for 

sporting events (Tia.org 2005). The most popular types of Web sites are online travel 

agencies (such as Expedia, Travelocity, and Priceline). 

The revenue models of online travel services include direct revenues (commissions), 

revenue from advertising, lead-generation payments, consultancy fees, subscription or 

membership fees, revenue-sharing fees, and more. With such rapid growth and 

success, the travel industry seems to have matured beyond initial concerns such as 

trust, loyalty, and brand image. 
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Services Provided 

  Virtual travel agencies offer almost all of the services delivered by conventional travel 

agencies, from providing general information to reserving and purchasing tickets, 

accommodations, and entertainment. Tn addition, they often provide services that most 

conventional travel agencies do not offer, such as travel tips provided by people who 

have experienced certain situations (e.g., a visa problem), electronic travel magazines, 

fare comparisons, city guides, currency conversion calculators, fare tracking (free e-mail 

alerts on low fares to and from a city and favorite destinations), worldwide business 

and place locators, an outlet for travel accessories and books, experts’ opinions, major 

international and travel news, detailed driving maps and directions within the United 

States and several other countries (see infohub.com), chat rooms and bulletin boards, 

and frequent-flier deals. In addition, some offer several other innovative services, such 

as online travel auctions. 

Some benefits are; The amount of free information is tremendous, and it is accessible 

at any time from any place. Substantial discounts can be found, especially for those 

who have time and patience to search for them. Providers of a travel services also 

benefit: Airlines, hotels, and cruise lines are selling otherwise-empty spaces. Also, direct 

selling saves the provider’s commission and its processing. 

 

4.4 The Internet Job Market   

The Internet offers a rich environment for job seekers and for companies searching for 

hard to find employees. Nearly all Fortune 500 companies now use the Internet for 

some of their, recruitment requirements, and studies reveal that online resources are 

now the most popular way to find suitably qualified applicants for job vacancies 

(Careerbuilder.com 2006). Online, job recruitment revenues and volume overtook print 

ad classifieds at the end of 2005, and in 2006 were estimated to reach $2.3 billion. 
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The following parties use the Internet job market:   

 Job seekers. Job seekers can reply to employment advertisements Or, they can 

take the initiative  and place their CV’s on their own homepages or on others’ 

Web sites, send messages to members of newsgroups asking for referrals, and 

use the sites of recruiting firms, such  as careerbuilder.com,  

 Employers seeking employees. Many organizations, including public 

institutions, advertise openings on their Web sites. Others advertise job openings 

on popular public portals, online newspapers, bulletin boards, and with recruiting 

firms. Employers can conduct interviews and administer interactive intelligence, 

skills, and psychological tests on the Web. Some employers, such as Home 

Depot, have kiosks in some of their stores on which they post job openings and 

allow applicants to complete an application electronically 

 Job agencies. Hundreds of job agencies are active on the Web. They use their 

own Web pages to post available job descriptions and advertise their services in 

e-mails and at other Web sites. job agencies and/ or employers use newsgroups, 

online forums, bulletin boards, Internet commercial resume services, and portals 

such as Yahoo! Hotlobs and myjobseye.com. Most portals are free; others charge 

membership fees but offer many services. 

 Government agencies and institutions. Many government agencies 

advertise openings for government positions on their Web sites and on other 

sites; some are required by law to do so. In addition, some government agencies 

use the Internet to help job seekers find jobs elsewhere, as is done in Hong 

Kong and the Philippines. 
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4.5 Real Estate, Insurance, and Stock Trading On Line 

Online financial services are exploding on the Internet and are being embraced by 

customers. According to Dandapani (2004), online financial services essentially  altered 

the industry landscape.  

Real Estate On Line 

The increasing presence and realization of e—commerce possibilities and opportunities 

in the real estate business is creating a momentum and a readiness for change and 

slowly adding pressure to transform the old ways of doing things in this previously 

stable and conservative business. Changes are reaching a tipping point, beyond which 

the nature of the real estate business will be altered. The changes have been some 

time in coming, but after a long period of quantitative changes experts are beginning to 

see some fundamental qualitative changes in the industry. Despite the fact that the 

Internet is shaking up the real estate industry, the emerging pattern is more complex 

than the simple disintermediation of agents. 

w
w
w
.m

as
om

om
si
ng

i.c
om

w
w
w
.m

as
om

om
si
ng

i.c
om



 

 

44 

Examples of real estate applications are; Advice to consumers on buying or selling a 

home, Commercial real estate listings, Listings of residential real estate, Information on 

current mortgage rates, lenders who want to issue mortgages etc. 

 

On-line Insurance 

The uptake of EC in the insurance industry is comparatively slow in several countries. 

An increasing number of companies use the Internet to offer standard insurance 

policies, such as auto, home, life, or health, at a substantial discount. Furthermore, 

third-party aggregators offer free comparisons of available policies. Several large 

insurance and risk-management companies offer comprehensive insurance contracts   

online. 

 

On-line stock trading 

In the late 1990s, online trading was an exciting innovation in the financial services 

industry. However, the dot-com crash and increasing competition saw consolidation, 

cost-cutting, and price reduction become the order of the day. Today the majority of 

stock trading is carried out via the Internet, with 12 brokerage firms handling 75 

percent of online trades (Cropper 2004). The top three brokerage firms after the 2005 

mergers are Ameritrade, Charles Schwab, and E-Trade (Regan 2005a).   

The commission for an online trade is considerably low. With online trading, there are 

no busy telephone lines, and the chance for error is small because there is no oral 

communication in a frequently noisy environment. Orders can be placed from 

anywhere, at any time, day or night, and there is no biased broker to push a sale.   

Furthermore, investors can find a considerable amount of free information about 

specific companies or mutual funds.   
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Chapter Review Questions 

13. List the B2C distribution channel models? 

14. Describe the click and mortar approach 

15. What are the major advantages of the electronic job market tot the candidate? 

16. In the Kenyan market what commodities do you thinks would sell fast online? Why?  

Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) page 90-117. 
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CHAPTER FIVE 

CONSUMER BEHAVIOUR MARKET RESEARCH AND ADVERTISEMENT 

 

 

 

 

 

 

5.1 The consumer decision making process 

When consumers making purchasing decisions, people play different roles in the 

decision-making process. The major roles are as follows; 

 Initiator. The person who first suggests or thinks of the idea of buying a 

particular product or service. 

 Influencer. A person whose advice or view carries some weight in making a final 

purchasing decision. 

 Decider. The person who ultimately makes a buying decision or any part of it 

whether to buy what to buy how to buy, or where to buy 

 Buyer. The person who makes an actual purchase. 

 User. The person who consumes or uses a product or service. 

lf one individual plays all of these roles, the marketer needs to understand and target 

that individual. When more than one individual plays these different roles, it becomes 

more difficult to properly target advertising and marketing efforts. 

 

A generic Purchasing-decision model 

A general purchasing—decision model consists of five major phases (Kotler 2005). ln 

each phase, we can distinguish several activities and, in some, one or more decisions. 

The five phases are (1) need identification, (2) information search, (3) evaluation of 

alternatives,  (4) purchase and deliver , and (5) post purchase behavior Although these 

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

i. The consumer decision making process 
ii. Personalization, loyalty, satisfaction and trust in EC  

iii. Methods of conduction market research online 
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phases offer a general idea to the consumer decision-making process, one should not 

assume that every consumer’s decision-rnaking process will necessarily follow this 

order. In fact, some consumers may proceed to a point and then revert back to a 

previous phase, or they may skip a phase altogether. 

 

A Customer Decision Model In Web Purchasing 

The preceding generic purchasing—decision model was widely used in research on 

consumer-based EC. Below is a framework built by O’Keefe and lVlcEachern (1998) for 

a Web purchasing model. As shown in Exhibit 4.2, each of the phases of the purchasing 

model can be supported by both Consumer Decision Support System (CDSS) facilities 

and Internet and Web facilities. The CDSS facilities support the specific decisions in the 

process. 

 

5.2 Personalization, Loyalty, Satisfaction and Trust in EC 

Internet marketing facilitates the use of market segmentation and one-to-one 

marketing. The issues related to personalization are; personalization, collaborative 

filtering, customer loyalty permission marketing and trust. 
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Personalization in E-Commerce 

Personalization refers to the matching of services, products, and advertising content to 

individuals and their preferences. The matching process is based on what a company 

knows about the individual user. This knowledge is usually referred to as a user profile. 

The user profile defines customer preferences, behaviors, and demographics. Profiles 

can be generated in several ways. The major strategies used to compile user profiles 

include the following: 

 Solicit information directly from the user. This is usually done by asking the user 

to fill in a questionnaire or by conducting an interview with the user. 

 Observe what people are doing online. A common way to observe what people 

are doing online is through use of a cookie—a data file that is stored on the 

user’s hard drive, frequently without disclosure or the user’s consent. Sent by a 

remote Web server over the Internet, the information stored will surface when 

the user’s browser again accesses the specific Web server, and the cookie will 

collect information about the user’s activities at the site. This is a common 

strategy but controversial in E-commerce. 

 Build from previous purchase patterns. For example Amazon.com builds 

customer profiles to recommend books, CDs, and other products, based on what 

customers have purchased before, rather than asking customers, using cookies, 

or doing market research.  

 Perform marketing research. Firms can research the market using tools that will 

be described in the next chapter. 

 Make inferences. Infer from information provided by customers on other issues 

or by analyzing similar customers. 

The Internet offers online retailers different ways to tailor services to their 

customers, including: 

 Personalized services. Services built on a one—to—one communication 

channel requiring personal data from customers. 
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 Individual services. Recommendation services built on the sequence of clicks, 

page requests, or items that have been added to the shopping cart. This 

approach improves the shopping experience while also maintaining consumer 

anonymity.   

 Universal services. Consumers use the product search function or read 

customer reviews. This approach does not require personal or context data. 

Customer Loyalty 

Customer loyalty refers to ―a deep commitment to rebuy or repatronize a preferred 

product/ service consistently in the future, thereby causing repetitive same-brand or 

same brand-set purchasing, despite situational influences and marketing efforts having 

the potential to cause switching behavior‖. Attracting and retaining loyal customers 

remains the most important issue for any selling company including e-tailers. Increased 

customer loyalty can bring cost savings to a company in various ways: lower marketing 

and advertising costs, lower transaction costs, lower customer turnover expenses, lower 

failure costs such as warranty claims, and so on. Customer loyalty also strengthens a 

company’s market position because loyal customers are kept away from the 

competition. 

E-Loyalty 

E-loyalty refers to a customer’s loyalty to an e-tailer or a manufacturer that sells directly 

online or to loyalty programs delivered online or supported electronically Customer 

acquisition and retention is a critical success factor in e-tailing. The expense of 

acquiring a new customer can be over $100; even for Amazon.com, which has a huge 

reach, it is more than $15. In contrast, the cost of maintaining an existing customer at 

Amazon.com is $2 to $4. Companies can foster e-loyalty by learning about their 

customers needs, interacting with customers, and providing superb customer service. 
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Satisfaction In EC 

Given the changing dynamics of the global marketplace and the increasingly intense 

competition, delivering world-class customer online experience becomes a 

differentiating strategy. Satisfaction is one of the most important consumer reactions in 

the B2C online environment. Maintaining customer satisfaction in the online shopping 

experience is as important as the high level of satisfaction associated with several key 

outcomes (e.g., repeat purchase, positive word-of-mouth, and so on). Eighty percent of 

highly satisfied online consumers would shop again within 2 months, and 90 percent 

would recommend Internet retailers to others. However, 87 percent of dissatisfied 

consumers would permanently leave their Internet retailers without any complaints.   

If certain Web site features, such as reliability of content, loading speed, and 

usefulness, fail to perform properly, customer satisfaction will drop dramatically In 

contrast, if features such as those that make the usage enjoyable, entertaining, and fun 

perform well, they will surprise customers and result in a radical jump in customer 

satisfaction. 

Trust In EC 

Trust is the psychological status of depending on another person or organization to 

achieve a planned goal. When people trust each other, they have confidence that as 

transaction partners they will keep their promises. However, both parties in a 

transaction assume some risk. In the electronic marketplace, sellers and buyers do not 

meet face to face. Trust is particularly important in global EC transactions due to the 

difficulty of taking legal action in cases of a dispute or fraud and the potential for 

conflicts caused by differences in culture and business environments. ln addition to 

sellers and buyers trusting each other, both must have trust in the EC computing 

environment and in the EC infrastructure. If people do not trust the security of the EC 

infrastructure, they will not feel comfortable about using credit cards to make EC 

purchases. 
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Increasing Trust in EC Consumer trust is fundamental to successful online retailing. 

Urban et al. (2000) advocated that trust is the currency of the Internet. Trust can be 

increased by; 

 Affiliating with an Objective Third Party. This approach aims at building 

consumer trust by affiliating with trusted third parties. Internet stores can put 

hypertext links on their Web sites to other trusted targets, including reputable 

companies or well-known portals. 

 Establish Trustworthiness. Trustworthiness can be achieved through three key  

elements: integrity competence, and security. Integrity conveys an overall sense 

of the ability of the Internet store to build an image of strong justice and fulfill all 

of the promises that have been made to the customers (i.e., offering money—

back guarantee with the products and clearly stating the guarantee policy on the 

Web. 

 

5.3 Market Research For EC 

The objective of market research is to discover information and knowledge that explain 

the associations among consumers, products, marketing methods, and marketers. Its 

aim is to discover marketing opportunities and issues, to create marketing plans, to 

better understand the purchasing process, and to evaluate marketing performance. On 

the Web, the objective is to turn browsers into buyers. Market research includes 

gathering information about topics such as the economy industry firms, products, 

pricing, distribution, competition, promotion, and consumer purchasing behavior. 

 

Methods for Conducting Market Research Online 

EC market research can be conducted through conventional methods, or it can be done 

with the assistance of the Internet. On the Web market researchers can conduct a very 

large study much more cheaply than with other methods. The larger the sample size, 

the larger the accuracy and the predictive capabilities of the results. 
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Below are the methods used to conduct market research on-line 

1. Implementing Web-based surveys - these are becoming popular with companies and 

researchers 

2. Online focus groups - Several research firms create panels of qualified Web regulars 

to participate in online focus groups 

3. Hearing directly from customers - customers are asked directly what they think 

about a product or service. 

4. Observing customers - To avoid some of the problems of online surveys, especially 

the giving of false information, some marketers choose to learn about customers by 

observing their behavior rather than by asking them questions below are some of 

the methods that can be used to collect customer information. 

 transaction log. A record of user activities at a company’s Web site 

 clickstream behavior. Customer movements on the Internet 

 Web bugs. Tiny graphics files embedded on e-mail messages and in Web 

sites that transmit information about the users and their movements to a 

Web server 

 Spyware. Software that gathers user information over an Internet 

connection without the user’s knowledge 

 clickstream data. Data that occur inside the Web environment; they 

provide a trail of the user’s activities (the user’s clickstream behavior) in the 

Web site 

 Collaborative filtering. A market research and personalization method that 

uses customer data to predict, based on formulas derived from behavioral 

sciences, what other products or services a customer may enjoy; predictions 

can be extended to other customers with similar profiles 

 

Limitations of Online Market Research 

– Too much data may be available 
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– To use data properly, it should be organized, edited, condensed, and 

summarized 

– The solution to this problem is to automate the process by using data 

warehousing and data mining 

– Some of the limitations of online research methods are: 

• Accuracy of responses 

• Loss of respondents because of equipment problems 

• The ethics and legality of Web tracking 

• Lack of representativeness in samples of online users  
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Chapter Review Questions 

9. Relate cookies, Web bugs, and spy ware to market research. 

10. Describe the limitations of online market research. 

11. Describe the issue of trust in EC and how to increase it. 

12. Explain how personalization is done in E-Commerce?  

Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) page 167-179. 
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CHAPTER SIX 

INTERNET MARKETING 

 

 

 

 

6.1 Internet Marketing in B2B 

The marketing and advertising processes for businesses differ considerably from those 

used for selling to individual consumers. For example, traditional (offline) B2B 

marketers use methods such as trade shows, advertisements in industry magazines, 

paper catalogs, and salespeople who call on existing customers and potential buyers. In 

the digital world, these approaches may not be effective, feasible, or economical. 

Therefore, organizations use a variety of online methods to reach business customers.  

Popular methods include online directory services, matching services, the marketing and   

advertising services of exchanges, co branding or alliances, affiliate programs, online 

marketing services or e-communities. 

Methods for B2B Online Marketing 

The following are the methods that can be used to conduct B2B Online marketing; 

Targeting customers; 

A B2B company whether a provider of goods or services, an operator etc can contact all 

of its customers individually or when they are part of a well defined group.  Another 

method of bringing new customers to a B2B site is through an affiliation service.  A 

company pays a small commission every time the affiliate company directs traffic to its 

site. 

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

i. Explain the marketing and Advertising processes in Business to Business(B2B)  
ii. Explain the concept of Web advertising 

iii. Explain the different Online advertising methods 
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6.2 Web Advertising 

Advertising is an attempt to disseminate information in order to affect buyer—seller 

transactions. In traditional marketing, advertising was impersonal, one-way mass 

communication that was paid for by sponsors. Telemarketing and direct mail ads were 

attempts to personalize advertising to make it more effective. These direct marketing 

approaches worked fairly well but were expensive and slow and seldom truly one-to-

one interactive.  

One of the problems with direct mail advertising was that the advertisers knew very 

little about the recipients. Market segmentation by various characteristics (e.g., age, 

income gender) helped a bit but did not solve the problem.  

The Internet introduced the concept of interactive marketing, which has enabled 

marketers and advertisers to interact directly with customers. In interactive marketing, 

a consumer can click an ad to obtain more information or send an e-mail to ask a 

question. Besides the two-way communication and e-mail capabilities provided by the 

Internet, vendors also can target specific groups and individuals which they want to 

spend their advertising dollars. 

Some Internet Advertising Terminology  

– ad views: the number of times users call up a page that has a banner on it during 

a specific period; known as impressions or page views  

– click (click-through or ad click): A count made each time a visitor clicks on an 

advertising banner to access the advertiser’s Web site 

– CPM (cost per thousand impressions) The fee an advertiser pays for each 

1,000 times a page with a banner ad is shown 

– conversion rate: The percentage of clickers who actually make a purchase 

– click-through rate (or ratio): The percentage of visitors who are exposed to a 

banner ad and click on it 
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– click-through ratio: The ratio between the number of clicks on a banner ad and 

the number of times it is seen by viewers; measures the success of a banner in 

attracting visitors to click on the ad 

– hit: A request for data from a Web page or file 

– visit: A series of requests during one navigation of a Web site; a pause of a certain 

length of time ends a visit 

– unique visits: A count of the number of visitors entering a site, regardless of how 

many pages are viewed per visit 

– stickiness: Characteristic that influences the average length of time a visitor stays 

in a site 

Why Internet Advertising?  

The major traditional advertising media are television (about 36 percent), newspapers 

(about 35 percent), magazines (about 14 percent), and radio (about 10 percent). 

Although Internet advertising is a small percentage of the $120-billion-a-year 

advertising industry (about 8 percent in 2004), it is growing rapidly.  

Today, online-advertising technology has advanced to the point where marketers can 

see how and if their ads result in increased sales, even for target ads based on 

demographics, location, and other factors. Such analysis of offline advertising is not 

nearly as fast, easy, or inexpensive.  

Companies advertise on the Internet for several reasons 

 Viewers are migrating to the Internet. The UCLA Center for Communication 

Policy (2004) found that Internet users are spending time online that they 

previously spent viewing television. Worldwide, Internet users are spending 

significantly less time watching television and more time using the Internet at 

home. 

 Advertisers are limited in the amount of information they can gather about the 

television and print ads 

 Advertisers are not able to track the number of people who actually view an ad 

in a print publication or on TV but its possible on the internet. 
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 Cost. Online ads are sometimes cheaper than those in other media. In addition, 

ads can be updated at any time with minimal cost.   

 Richness of format. Web ads can effectively use the convergence of text, audio, 

graphics, and animation. In addition, games, entertainment, and promotions can 

be easily combined in online advertisements.  

 Personalization. Web ads can be interactive and targeted to specific interest 

groups and/ or individuals; the Web is a much more focused medium. 

 Timeliness. Internet ads can be fresh and up-to-the-minute.  

 Location-basis. Using wireless technology and GPS, Web advertising can be 

location based; Internet ads can be sent to consumers whenever they are in a 

specific time and location (e.g., near a restaurant or a theater). 

 Linking. It is easy to link from an online ad to a storefront—one click does it.  

 Digital branding. Even the most price—conscious online shoppers are willing to 

pay premiums for brands they trust. 

6.3 Online Advertising Methods 

There are several online advertising methods. Below are some of the common ones; 

• Advertising networks- Specialized firms that offer customized Web 

advertising, such as brokering ads and targeting ads to select groups of 

consumers 

• Banner - On a Web page, a graphic advertising display linked to the advertiser’s 

Web page 

• keyword banners - Banner ads that appear when a predetermined word is 

queried from a search engine 

• random banners - Banner ads that appear at random, not as the result of the 

user’s action 

• banner swapping - An agreement between two companies to each display the 

other’s banner ad on its Web site 
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• banner exchanges - Markets in which companies can trade or exchange 

placement of banner ads on each other’s Web sites 

• pop-up ad - An ad that appears in a separate window before, after, or during 

Internet surfing or when reading e-mail 

• pop-under ad - An ad that appears underneath the current browser window, so 

when the user closes the active window the ad is still on the screen 

• interstitial -  An initial Web page or a portion of it that is used to capture the 

user’s attention for a short time while other content is loading 
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Chapter Review Questions 

5. Describe the reasons for the growth in Web advertising. 

6. List the major characteristics of web advertising. 

7. Define banner swapping and banner exchanges. 

8. Explain why an organization may prefer Web advertising to traditional advertising media?  

Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) page 182-190. 
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CHAPTER SEVEN 

E-COMMERCE SECURITY 

 

 

 

 

 

7.1 Why it’s Difficult to stop E-Commerce crimes 

It is quite difficult to stop E-crimes for the following reasons; 

 Strong EC security makes online shopping inconvenient and demanding on 

customers. The EC industry does not want to enforce safeguards that would 

discourage online commerce. 

 A second reason is the lack of cooperation from credit card issuers and foreign 

ISPs. There are insufficient incentives for credit card issuers to share leads on 

criminal activity with each other or law enforcement. It is much cheaper to block 

a stolen card and move on than to invest time and money in a prosecution with 

an uncertain outcome.  

 The third reason pertains to customers. Online shoppers are to blame for not 

taking necessary precautions to avoid becoming a victim. Some shoppers rely too 

heavily on fraud protection provided by credit card issuers ignoring the bigger 

risk of identity theft. Phishing is rampant because some people respond to it 

making it profitable. 

 A fourth reason arises from IS design and security architecture issues. It is well 

know that preventing vulnerability during the EC design and pre-implementation 

stage is far less expensive than mitigating problems later. The IS staff needs to 

plan security from the design stage because simple mistakes, such as not 

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

i. Explain the challenges of stopping E-commerce crimes  
ii. Explain the terms confidentiality, integrity and availability 

iii. Explain the security tools; both hardware and software 
iv. Explain the different types of threats and Attacks; both Technical and Non-technical 
v. Explain how E-commerce communications can be secured 
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insuring that all traffic into and out of network pass through a firewall, are often 

to blame for letting in hackers. 

7.2 Confidentiality, Integrity, and Availability 

The success and security of EC depends on the confidentiality integrity and availability 

of information and the business Web site. 

1. Confidentiality is the assurance of data privacy the data or transmitted message is 

encrypted so that it is readable only by the person for whom it is intended. 

Depending on the strength of the encryption method, intruders or eavesdroppers 

might not be able to break the encryption to read the data or text. The 

confidentiality function prevents unauthorized disclosure of information. 

2. Integrity is the assurance that data is accurate or that a message has not been 

altered. It means that stored data has not been modified without authorization; a 

message that was sent is the same message that was received. The integrity 

function detects and prevents the unauthorized creation, modification, or deletion of 

data or messages. 

3. Availability is the assurance that access to data, the Web site, or other EC data 

service is timely available, reliable, and restricted to authorized users.  

Although the basic security concepts important to information on the Internet are 

confidentiality integrity and availability concepts relating to the people (users) are 

authentication, authorization, and nonrepudiation. Confidentiality, integrity availability 

authentication, authorization, and nonrepudiation are all assurance processes. 

 

All the Confidentiality, integrity availability functions depend on Authentication, 

Authorization and Nonrepudiation; 

Authentication is a process to verify (assure) the real identity of an entity which could 

be an individual, computer, computer program, or EC Web site. For transmissions, 

authentication verifies that the sender of the message is who the person or organization 

claims to be. 
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Authorization is the process of determining what the authenticated entity is allowed 

to access and what operations it is allowed to perform. Authorization of an entity occurs 

after authentication.  

Nonrepudiation is Closely associated with authentication is, which is assurance that 

online customers or trading partners cannot falsely deny (repudiate) their purchase, 

transaction, and so on. For EC and other electronic transactions, including cash 

machines or ATMs, all parties in a transaction must be confident that the transaction is 

secure; the parties are who they say they are. 

 

7.3 Threats and Attacks 

Generally there are two typed of attacks nontechnical and technical although Most 

attacks involve a combination of the two types; 

Nontechnical attacks are those in which a perpetrator uses some form of deception 

or persuasion to trick people into revealing information or performing actions that can 

compromise the security of a network. 

Technical attacks are attacks perpetrated using software and systems knowledge or 

expertise. The time-to-exploitation of today’s most sophisticated spyware and worms 

has shrunk from months to days. Time-to-exploitation is the elapsed time between 

when a vulnerability is discovered and the time it is exploited. 

There are several technical attacks that could be used as follows; 

Denial of service (DOS) attack: Is an attack on a website in which an attacker uses 

specialized software to send a flood of data packets to the target computer with the aim 

of overloading its resources. 

Server and Web Page Hijacking: Web servers and Web pages can be hijacked and 

configured to control or redirect unsuspecting users to scam or phishing sites. This 

technique uses 302 server redirects. This exploit allows any Web master (including 

criminals) to have his or her own ―virtual pages‖ rank for pages belonging to another 

Web master. When effectively employed, this technique will allow the offending Web 
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master (―the hijacker‖) to displace the pages of the ―target‖ or victim Web site in the 

search engine results pages (SERPS).This causes search engine traffic to the target 

Web site to vanish or redirects traffic to any other page of choice. 

Botnets: This is a huge number of hijacked internet computers that have been setup 

to forward traffic, including spam and viruses, to other computers on the internet.  

Malicious Code: Viruses, Worms, and Trojan Horses: Sometimes referred to as 

malware (for malicious software), malicious code is classified by how it propagates 

(spreads). A virus is a piece of software code that inserts itself into a host, including the 

operating systems; running its host program activates the virus. A virus has two 

components. First, it has a propagation mechanism by which it spreads. Second, it has 

a payload that refers to what the virus does once it is executed. Sometimes a particular 

event triggers the virus’s execution. 

Phishing is a way of attempting to acquire sensitive information such as usernames, 

passwords and credit card details by masquerading as a trustworthy entity in an 

electronic communication. Communications purporting to be from popular social web 

sites, auction sites, online payment processors or IT administrators are commonly used 

to lure the unsuspecting public. 

7.4 Securing E-Commerce Communications 

Most organizations rely on multiple technologies to secure their networks. These 

technologies can be divided into two major groups: those designed to secure 

communications across the network and those designed to protect the servers and 

clients on the network. Some technologies are considered below; 

Access Control 

Network security depends on access control. Access control determines who (person, 

program, or machine) can legitimately use a network resource and which resources he, 

she, or it can use. A resource can be anything—Web pages, text files, databases, 

applications, servers etc. Typically access control lists (ACI,s) define which users have 

access to which resources and what rights they have with 
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respect to those resources (ie., read, view, write, print, copy delete, execute, modify or 

move). Each resource needs to be considered separately and the rights of particular 

users or categories of users. Access control can also be implemented using biometric 

systems. Fingerprint scanners, iris scanners, facial recognition systems, and voice 

recognition all are examples of biometric systems that recognize a person by some 

biological characteristic or trait. 

 

Public Key Infrastructure 

The ―state of the art‖ in authentication rests on the public key infrastructure (PKI). In 

this case, the something a user has is not a token, but a certificate. PKI has become the 

cornerstone for secure e—payments. It refers to the technical components, 

infrastructure, and practices needed to enable the use of public key encryption, digital 

signatures, and digital certificates with a network application. PKI also is the foundation 

of a number of network applications, including SCM, VPNs, secure e-mail, and intranet 

applications. The are several techniques that could be applied in this; 

Private and Public Key Encryption: PKI is based on encryption. Encryption is the 

process of transforming or scrambling (encrypting) data in such a way that it is difficult, 

expensive, or time-consuming for an unauthorized person to unscramble (decrypt) it. 

The encryption algorithm is the set of procedures or mathematical functions to encrypt 

or decrypt a message. 

Symmetric key system: is an encryption system that uses the same key to encrypt 

and decrypt the message. 

Public key encryption: This sis a method of encryption that uses a pair of matched 

keys-a public key to encrypt a message and a private key to decrypt it or vise versa. 

Digital signatures: this is the equivalent of a personal signature that cannot be forged. 

They are based on public keys for authenticating the identity of the sender of a 

message or document. They also ensure that the original content of an electronic 

message or document is unchanged. 
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Secure socket layer: This is a protocol that utilizes standard certificates for 

authentication and data encryption to ensure privacy or confidentiality. 

Securing E-Commerce networks 

Several technologies exist that ensure that an organization’s network boundaries are 

secure from attacks such as; 

Firewalls: they are barriers between a trusted network or PC and the untrustworthy 

internet. It’s a single point between two or more networks where all traffic must 

pass(choke point); the device authenticates, controls and logs all traffic. 

Virtual private network (VPN):  A network that uses the public Internet to carry 

information but remains at private by using encryption to scramble the communications, 

authentication to ensure that information has not been tampered with, and access 

control to verify the identity of anyone using the network. 

intrusion detection systems (IDSs): A special category of software that can 

monitor activity across a network or on a host computer, watch for suspicious activity, 

and take automated action based on what it sees. 

Honeypot: Production system (e.g., firewalls, routers, Web servers, database servers) 

that looks like it does real work, but which acts as a decoy and is watched to study how 

network intrusions occur. 
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Chapter Review Questions 

1. Explain the reasons why E-crimes are difficult to stop. 

2. What sorts of precautions should online shoppers use to secure their transactions?. 

3. What are digital signatures and how can they be ued to secure E-commerce transactions? 

4. What E-crimes do you think are the most common in Kenya?  

Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) page 510-538. 
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CHAPTER EIGHT 

ELECTRONIC PAYMENT SYSTEMS 

 

 

 

 

 

8.1 The Payment Revolution 

According to Sapsford (2004), ZA currency can be anything that all members of a 

society agree it should be.‖ Prior to the tenth century BC, shells often were used in 

trade and barter. Metal coins appeared in Greece and India somewhere between the 

tenth and sixth centuries BC and dominated trade for 2,000 years. ln the Middle Ages, 

Italian merchants introduced checks. In the United States, paper money was first issued 

in Massachusetts in 1690. ln 1950, Diners Club introduced credit cards in the United 

States. Until recently cash was king, at least for in—store payments; checks were the 

dominant form of noncash payment. Today we are in the midst of a payment 

revolution, with cards and electronic payments taking the place of cash and checks. ln 

2003, the combined use of credit and debit cards for in—store payments for the first 

time exceeded the combined use of cash and checks (Gerdes et al. 2005). By 2005, 

debit and credit cards accounted for 55 percent of in-store payments, with cash and 

checks making up the rest. The growth in the use of plastic is attributable to the 

substantial growth in the use of` debit cards and the decline in the use of` cash. For 

example, from 1999 to 2005, debit card in—store payments went from 21 percent to 33 

percent, while cash dropped from 39 percent to 33 percent (Dove Consulting 2006).   

Similar trends are occurring in noncash payments of recurring bills. ln 2001, 78 percent   

of all recurring bills were paid by paper-based methods (e.g., paper checks), while 22 

percent of these payments were made electronically. By 2005, the percent of electronic 

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

i. Explain the Payment Revolution 
ii. Explain the different payment cards that could be used to pay for the online 

transactions  
iii. Explain other forms of e-payment 
iv. Explain the different Online advertising methods 
 

w
w
w
.m

as
om

om
si
ng

i.c
om

w
w
w
.m

as
om

om
si
ng

i.c
om



 

 

69 

payments of recurring bills had grown to 45 percent (Dove Consulting 2006). This 

change in the mix of payment methods is likely to continue.   

A number of factors come into play in determining whether a particular method of e-

payment achieves critical mass. Some of the crucial factors include the following (Evans 

and Schmalensee 2005). 

Independence. Some forms of e—payment require specialized software or hardware 

to make the payment. Almost all forms of e—payment require the seller or merchant to 

install specialized software to receive and authorize a payment. Those e—payment 

methods that require the payer to install specialized components are less likely to 

succeed. 

Interoperability and Portability. All forms of EC run on specialized systems that are 

interlinked with other enterprise systems and applications. An e—payment method must 

mesh with these existing systems and applications and be supported by standard 

computing platforms. 

Security. How safe is the transfer? What are the consequences of the transfer’s being 

Il compromised? Again, if the risk for the payer is higher than the risk for the payee, 

then the   payer is not likely to accept the method. 

Anonymity. Unlike credit cards and checks, if a buyer uses cash, there is no way to 

trace the cash back to the buyer. Some buyers want their identities and purchase 

patterns to remain anonymous.   

Divisibility. Most sellers accept credit cards only for purchases within a minimum and 

maximum range. If the cost of the item is too small—only a few dollars—a credit card 

will not do. In addition, a credit card will not work if an item or set of items costs too 

much (e.g., an airline company purchasing a new airplane). Any method that can 

address the lower or higher end of the price continuum or that can span one of the 

extremes and the middle has a chance of being widely accepted. 

Ease of Use. For B2C e—payments, credit cards are the standard due to their ease of 

use. For B2B payments, the question is whether the online e—payment methods can 

replace the existing off—line methods of procurement. 
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Transaction Fees. When a credit card is used for payment, the merchant pays a 

transaction fee of up to   percent of the item’s purchase price (above a minimum fixed 

fee). These fees make it prohibitive to support smaller purchases with credit cards, 

which leaves room for alternative forms of payment. 

 

8.2 Using Payment Cards Online 

Payment cards are electronic cards that contain information that can be used for 

payment purposes. They come in three forms: 

Credit cards. A credit card provides the holder with credit to make purchases up to a 

limit fixed by the card issuer. Credit cards rarely have an annual fee. Instead, holders 

are charged high interest--the annual percentage rate-on their average daily unpaid 

balances. Visa, MasterCard, and EuroPay are the predominant credit cards. 

Charge cards. The balance on a charge card is supposed to be paid in full upon 

receipt of the monthly statement. Technically, holders of a charge card receive a loan 

for 30 to 45 days equal to the balance of their statement. Such cards usually have 

annual fees. American Express’s Green Card is the leading charge card, followed by the 

Diner’s Club card. 

Debit cards. With a debit card, the money for a purchased item comes directly out of 

the holder’s checking account (called a demand-deposit account). The actual transfer of 

funds from the holder’s account to the merchant’s takes place within one to two days. 

MasterCard, Visa, and EuroPay are the predominant debit cards. . 

 

Processing Cards Online 

The processing of card payments has two major phases: authorization and settlement. 

Authorization determines whether a buyer’s card is active and whether the customer 

has sufficient available credit line or funds. Settlement involves the transfer of money 

from the buyer’s to the merchant’s account. The way in which these phases actually are 
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performed varies somewhat depending on the type of payment card. It also varies by 

the configuration of the system used by the merchant to process payments. 

There are three basic configurations for processing online payments. The EC merchant 

may: 

Own the payment software. A merchant can purchase a payment-processing 

module and integrate it with its other EC software. This module communicates with a 

payment gateway run by an acquiring bank or another third party. 

Use a point of sale system (POS) operated by an acquirer. Merchants can 

redirect cardholders to a POS run by an acquirer. The POS handles the complete 

payment process and directs the cardholder back to the merchant site once payment is 

complete. In this case, the merchant system only deals with order information. In this 

configuration, it is important to find an acquirer that handles multiple cards and 

payment instruments. If not, the merchant will need to connect with a multitude of 

acquirers. 

Use a POS operated by a payment service provider. Merchants can rely on 

servers operated by third parties known as payment service providers (PSPs). In this 

case, the PSP connects with the appropriate acquirers. PSPs must be registered with 

the various card associations they support. 

The key participants in processing card payments online include the following: 

 Acquiring bank. Offers a special account called an Internet Merchant Account 

that enables card authorization and payment processing. 

 Credit card association. The financial institution providing card services to banks 

(e.g., Visa and MasterCard).  

 Customer. The individual possessing the card. 

 Issuing bank. The financial institution that provides the customer with a card. 

 Merchant. A company that sells products or services. 

 Payment processing service. The service provides connectivity among merchants, 

customers, and financial networks that enables authorization and payments. 
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Usually operated by companies such as CyberSource (cybersource.com) and 

VeriSign (verisign.com). 

 Processor. The data center that processes card transactions and settles funds to 

merchants. 

Other payment methods 

– Person to person payments are newest and fastest growing e-payment 

schemes. Able to transmit funds to anyone with an email address example 

is Paypal used in ebay.com  

– Wireless payments such as ―M-pesa‖ from safaricom or Zap from Airtel 

– E-check: Electronic version of paper check 

– E-charge: Charge purchases to local phone bill 
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Chapter Review Questions 

1. Describe the factors that are critical for an e-payment method to achieve critical mass. 

2. What is an E-Check? 

3. Explain why Mpesa has become a very common form of e-payment in Kenya?  

Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) page 547-580. 
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CHAPTER NINE 

LEGAL, ETHICAL, AND REGULATORY ISSUES 

 

 

 

 

 

9.1 Introduction to Ethics and Privacy 

Ethics characterize how individuals choose to interact with one another. In philosophy, 

ethics define what is good for the individual and society and the nature of duties that 

people owe themselves and one another. One duty is to not intrude on a person’s 

privacy, which stems from the right to be left alone and free of unreasonable personal 

intrusions. Law that is, public law embodies ethical principals, but the are not the same. 

Acts that generally considered unethical may not be illegal. Lying to a friend may be 

unethical, but it is not illegal. Conversely the law is not simply the coding of ethical 

norms, nor are all ethical codes incorporated into public law. 

A common agreement in a society as to what is right and wrong determines ethics, but 

they are not subject to legal sanctions except when they overlap with activities that also 

are illegal. 

9.2 Legal and Ethical Challenges and Guidelines 

Business ethics defines how a company integrates the core values of honesty, trust, 

respect, and fairness into its policies and practices—and complies with legal standards 

and regulations. The scope of business ethics has expanded to encompass a company’s 

actions with  regard not only to how it treats employees and obeys laws but to the 

nature and quality of the relationships with shareholders, customers, business partners, 

suppliers, the community; environment, and future generations. European companies 

especially have embraced this expanded definition of ethics. Under recent clarifications 

of the U.S. Federal Sentencing 

  Learning Objectives 

By the end of this chapter the learner shall be able to; 

v. Explain the Payment Revolution 
vi. Explain the different payment cards that could be used to pay for the online 

transactions  
vii. Explain other forms of e-payment 

viii. Explain the different Online advertising methods 
 

w
w
w
.m

as
om

om
si
ng

i.c
om

w
w
w
.m

as
om

om
si
ng

i.c
om



 

 

75 

Guidelines, companies with credible ethics programs, as opposed to merely paper 

programs such as that of Enron, may reduce penalties or avoid prosecution for  crimes 

committed by managers or employees. 

Because of the worldwide scope and universal accessibility of the Internet, there are 

serious questions as to which ethical rules and laws apply These questions involve an 

appreciation of the law that is constantly changing. Lawsuits and criminal charges are 

very disruptive, expensive, and may damage customer relations. The best strategy is to 

avoid behaviors that expose the company to these types of risk. 

Business people engaging in e-commerce need guidelines as to what behaviors are 

reasonable and what risks are foreseeable under a given set of circumstances. 
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Chapter Review Questions 

1. Define the term ethics 

2. Explain how a company can minimize and safeguard exposure to risk on criminal or civil 

charges. 

Turban E. D., Electronic Commerce, 2008 Managerial Perspective (Pearson International 

Edition) page 771-800. 
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SAMPLE EXAM QUESTIONS 

 
UNIVERSITY EXAMINATION 2009/2010 

 

SCHOOL OF APPLIED AND SOCIAL SCIENCES 

DEPARTMENT OF INFORMATION TECHNOLOGY 

 

SEMSTER I EXAMINATION FOR BACHELOR OF BUSINESS INFORMATION TECHNOLOGY 

 

BIT 2106: PRINCIPLES OF EECTRONIC COMMERCE Time : 2Hours 

Instructions  

Answer question ONE and any other TWO questions  

 
Question 1 
How the state of Pennsylvania sells surplus equipment 
 
For many years, the Pennsylvania Department of Transportation (DOT) used a 
traditional offline auction process. In a radio address on December 6, 2003, Governor 
Ed Rendell announced that the state would begin holding online auctions to sell its 
surplus heavy equipment. The old, live in-person auction system generated about $5 
million a year. Using the internet, the DOT expected at least a 20 percent increase in 
revenue. 
 
The commonwealth of Pennsylvania conducted its initial online sale of surplus DOT 
items in October 2003. The sale consisted of 77 items (including 37 dump trucks). 
Onsite inspection was available twice during the 2-week bidding period. The online sale 
allowed the commonwealth of Pennsylvania to obtain an average price increase of 20 
percent, while reducing labor costs related to holding a traditional on-site sale. On high-
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value specialty items (i.e., a bridge inspection crane and satellite van), results exceeded 
the estimated sale prices by over 200 percent.  
The auction was conducted by Asset-auctions.com. The results of the auction are 
shown below: 

 Total sales: $635,416.03 
 Half of the bidding activity occurred in the final 2 days 
 Every lot received multiple bids 
 Overtime bidding occurred  in 39 lots 

 Over 200 bidders registered for the sale 
 174 bidders from 19 states and Mexico made about 1,500 bids in 5 days 
 47 different buyers participated. 

The commonwealth of Pennsylvania now sells surplus equipment and properties using 
both Asset-auctions.com and eBay. 
    

a) Identify the e-Business model that has been adopted by DOT  (2 Marks)  
b) What drivers led DOT to go online?     (2 Marks) 
c) Why did the state generate 20 percent more in revenues with the online auction 

         (2 Marks) 
d) Unlike the traditional offline auction the online auction exposes the customers to 

some potential threats, explain these threats  (6 Marks) 
e) Explain the different on-line advertising methods that could be used by DOT to 

popularize their website in order to increase their revenue  (5 Marks) 
f) Identify the different ways in which DOT‖s customers could pay for their purchases 

       (4 Marks) 
g) Why did DOT need an intermediary to conduct the auction (3 Marks) 
h) How would DOT match its products to individuals and their preferences  

(6 Marks) 
 
Question 2 
a) The emergence of the web and the growth of e-Commerce and e-Business have forced 

enterprises to move away from private communication networks to public networks. This 
brings with it new problems and security threats that companies need to deal with. 
―eFinance.com‖ is a financial company offering a variety of services to both private and 
public customers. Naturally security and the safety of data and transactions are of 
paramount important to the company. For Application Security requirements, using 

appropriate examples, discuss your understanding of the following issues:  
 

a) Authentication  
 
b) Authorization  
 
c) Message Integrity  
 

w
w
w
.m

as
om

om
si
ng

i.c
om

w
w
w
.m

as
om

om
si
ng

i.c
om



 

 

79 

d) Confidentiality  
 

4 marks each [max 16 marks] 

b) Explain the difference between e-Commerce and e-Business [4 marks] 
 
Question 3 
EasyMobile is a new Web based Mobile phone company that sells a variety of mobile products 

(handsets, contracts and services). The company employs a marketing consultancy to advise 

them about developing a successful on-line and off-line marketing promotion before the official 

launch of EasyMobile. 

Discuss 5 off-line and 5 on-line marketing campaigns for EasyMobile, clearly 

indicating the reasons and justifications for each campaign you propose (avoid 

general discussion and present relevant campaigns taking into account the requirements of the 

company i.e. the products and services they sell and the potential market are they aiming for). 

[20 marks] 

QUESTION FOUR 

a) Mobile commerce has become very popular in Kenya over the recent 3 years. Define the 
term Mobile commerce and give reasons for it’s popularity (6 Mks)  

b) Explain what needs to be done to retain M-Commerce popularity.     (10 Mks) 
c) Identify and briefly explain two types of common B2B transactions     (4 Mks) 
 

QUESTION FIVE 

 

 ―EasyFly.Com‖ is a new airline agency that requires an E-Commerce solution. You have 

been approached by the company to develop a solution for them. You are aware that 

designing and developing an E-Commerce site requires careful planning and selection of 

appropriate tools and methodologies. Using E-Commerce Development and Management 

Life Cycle (ECDMLC) discuss the stages that you would need to go through to develop and 

maintain the site.   [20 marks] 
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UNIVERSITY EXAMINATION 2010/2011 

SCHOOL OF PURE AND APPLIED SCIENCES 

DEPARTMENT OF INFORMATION TECHNOLOGY 

SEMSTER I MAIN EXAMINATION FOR BACHELOR OF BUSINESS INFORMATION 

TECHNOLOGY 

 
BIT 2106: PRINCIPLES OF ELECTRONIC COMMERCE      Time: 2Hours  
 

Instructions 

 

Answer question ONE and any other TWO questions 

 

QUESTION ONE  (30 MARKS) 

 

Tesco Case Study 

Tesco, well known as Britain‟s leading food retail group with a presence also elsewhere in Europe, Asia 

and the United States has also been a pioneer online. Tesco is generally recognized as the world‟s largest 

online grocer and it has an annual turnover of £1 billion online in the UK and has launched in other 

countries, internationally and is diversifying into non-food categories. 

 

In 2006, Tesco launched Tesco Direct Web Site to rival catalogue retailers and got over 8,000 products 

(beds and sofas through to kitchenware, electricals, cameras, bikes and golf clubs) available giving 

customers more products at great Tesco prices than they have ever had access to before. Customers can 

choose the product they want on a new website or from a new catalogue and then order in one of three 

ways: 

 On-line via the tesco.com website 

 By phone 

 In selected stores at the new Tesco Direct desks 

 

The Tesco.com site acts as a portal to most of Tesco's products, including various non-food ranges (for 

example, Books, DVDs and Electrical items under the „Extra‟ banner). As with other online retailers, 

Tesco.com relies on in-store advertising and marketing to the supermarket's Clubcard loyalty scheme's 

customer base to persuade customers to shop online. However, for non-food goods the supermarket does 

advertise online using keyword targeted ads. For existing customers Tesco used  email marketing and 

direct mail marketing to provide special offers and promotions to the customers. E-retailer Tesco.com 

uses as a „commitment-based segmentation‟ or „loyalty ladder‟ which is based on recency of purchase, 

frequency of purchase and value to identify categories of customer life cycle such as, “logged-on”, 
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“developing”, “established”, “Dedicated”  etc,  to target communication to customers. Tesco.com have a 

touch strategy which includes a sequence of follow-up communications triggered after different events in 

a customer‟s  lifecycle. 

 

The growth of Tesco has been achieved through a combination of initiatives. Product range development 

is one key area. In November 2004, Tesco's introduced a music download service and as the technology 

grows, it is hoped that Tesco.com turn into a digital download store of all sorts, rather than just music. In 

2007 it launched price comparison site Tesco Compare based on analysis of customer demands 

 

Questions 

 

a). Identify the E-commerce model and E-tailing business model adopted by Tesco                      [4 marks] 

b). In 2006, Tesco launched Tesco Direct to rival catalogue retailers.  

     Identify the advantages of this approach to 

 

i) Tesco company 

  ii). Tesco Customers                                                                                                                 

[6Marks]. 

 

c). One of the critical success factors of retailing is customer acquisition and retention. 

     From the case study identify and  the advantages of the Marketing and Advertising  

     approaches used by Tesco company.                                                                                          [8 Marks] 

 

 

 d). Explain the different security measures that could be taken by Tesco to protect itself and 

       its online customers                                                                                                                   [6 Marks] 

 

e). Why is user profile important in e-commerce? Describe three ways to compile user profile.   [6 Marks] 

 

QUESTION TWO  (20 MARKS) 

a)  Define the term digital economy.        [2 Marks]  

b)   i) Explain the term electronic marketplace and outline its main components.  [9 Marks]  

ii) Explain the three main functions of e-markets.     [3 Marks]  

c) Describe each of the following standards for e-payments:  

i) Secure socket layer (SSL) 

ii) Transport Layer Security (TLS)  

iii) Secure Electronic Transaction (SET)       [6 Marks]  

 

QUESTION THREE  (20 MARKS) 

a) Using a well-labeled diagram, discuss the 3-tier architecture for developing  

e-commerce infrastructure.                                                                                     [10 Marks] 

         

b) Explain each of the following security issues:  

i) Authorization  
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ii) Authentication  

iii) Auditing  

iv) Nonrepudiation 

v) Integrity           [10 Marks] 

 

QUESTION FOUR   (20 MARKS) 

a).  Explain the four (4) parties usually involved in e-payments.     [8 Marks]  

b).   i) Define the term e-marketing.        [2 Marks]  

       ii) Outline any three characteristics of marketing communications that take place  

via the Internet.                                                                                                          

[6Marks]  

c). Outline any two (2) tangible benefits of EDI.       [4 Marks]  

 

 QUESTION FIVE  (20 MARKS) 

Internet and its use in E-Commerce have raised pervasive ethical, social and political issues on a scale 

unprecedented for computer technology. 
 

a). Explain the following ethical, social and political issues that have developed around e-commerce 

    

    i). Information rights 

 

    ii). Property rights 

 

    iii). Governance 

           [6 Marks] 

 

b). When confronted with a situation that seems to present ethical dilemma, outline how  

      you would analyze and reason about the situation 

           

 [8Marks] 

 
(c) Outline three key factors for the success of an E-commerce business.                               [6 marks] 
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